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Socially Engineered Financial Fraud and 

Scams: How Can Policy Better Protect 

Women Users?

Digital finance has expanded what is possible for financial inclusion . In many emerging markets and 

developing economies, including Latin America and the Caribbean, digital payments, mobile money, 

digital credit, and new financial platforms have helped people access services that were once too costly, 

distant, or difficult to use. For many women, these innovations can reduce barriers related to time, mobility , 

documentation , informality , and access to traditional financial institutions . The next challenge is to ensure

that the digital systems people are entering are trusted , safe, and responsive when harm occurs .

This is why socially engineered fraud and scams require greater attention . They are not only a consumer -

protection issue ; they are a threat to trust, adoption , and the future of inclusive digital finance . This brief

rightly shows that fraud is not experienced in the same way by all users . While aggregate data may not 

always show simple gender differences , evidence from specific markets and contexts points to distinct

risks , constraints , and consequences for women. The objective is not to generalize vulnerability , but to

understand how different users experience risk in practice .

While the brief focuses on women, its insight is broader . As financial services become more personalized , 

fraud is becoming more personalized too. The same tools that allow providers to tailor products, 

messages, credit offers, and customer journeys can also be used by fraudsters to tailor scams. Artificial

intelligence makes this challenge more urgent by enabling more credible messages , synthetic identities , 

voice imitation , and attacks that can be scaled at very low cost . In this environment , generic consumer -

protection approaches will not be enough . If threats are becoming more targeted and adaptive, the

response must also become more targeted , adaptive, and intentional.

For IDB Lab, as the innovation and venture arm of the IDB Group, this issue is central to how innovation

should work: opening markets , supporting entrepreneurial solutions and technology , and strengthening

ecosystems through financing , knowledge , and connections . Innovation only delivers on its promise when

people can use it with confidence . This policy brief makes an important contribution by bringing together

fraud, gender , trust, AI, and digital finance in a timely and practical way. Its central lesson is clear : safer

digital finance is not a constraint on innovation ; it is a condition for innovation to be inclusive.
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Introduction

Digital financial services (DFS) have transformed how billions of people save, pay, borrow and transact. In 

2024, 81% of account owners in low - and middle -income countries (LMICs) made or received digital 

payments, and over half of adults in LMICs have digitally enabled accounts. iv For women in particular, this 

shift has lowered long -standing barriers to financial inclusion:  mobile  money and digital credit  have 

overcome  challenges  (like physical bank visits or formal identification requirements) that have historically 

excluded women from the formal economy.

But the same architecture that has expanded access to financial products and services for so many women 

has also created new pathways for harm. CGAP’s global research has identified fraud as among the fastest -

growing risks for digital finance users; a finding echoed by the Organisation for Economic Co -operation and 

Development (OECD ) Consumer Finance Risk Monitor across more than 80 jurisdictions .v

• In 2024, The Global Anti -Scam Alliance (GASA) and Feedzai reported that consumers lost over $ 1.03

trillion to scams globally. i

• Globally, 70% of adults reported encountering a scam in the last 12 months, with 13%

encountering a scam at least once a day. ii

• According to the 2025 Global Fraud Index, Africa is the region that’s least protected against

fraud in the world. iii

The Cost of Financial Fraud

According to Interpol, “Social 
engineering fraud is a broad 

term that refers to the scams  

used  by criminals to exploit a 

person’s trust in order to obtain 

money directly or obtain  

confidential information to 

enable a subsequent crime . 

Social media is the preferred 

channel , but it is not unusual for 

contact to be made by 

telephone or in person.” viii

Socially Engineered Fraud
According to the 2025 Global Fraud Index* , Africa is the region that’s
least protected against fraud in the world.vi Generative artificial 

intelligence (GenAI ) is accelerating the trend by lowering the technical 

barrier to sophisticated scams , while the defensive infrastructure to 

counter them remains uneven and under -resourced. In 2024, the 

Global Anti -Scam Alliance (GASA ) and Feedzai reported that 

consumers lost over $ 1.03 trillion globally .vii The result is a digital 

financial environmentin which the gains of inclusion are increasingly 

offset by the costs of victimization, and in which those costs are not 

borne equally.

Socially engineered fraud is not gender neutral. Women face a distinct

risk shaped by structural barriers that compound their exposure to

fraud and limit their ability to recover from it. AI is widening these 

gaps faster than current policy frameworks can address them .

Effective regulatory and industry responses must therefore be

designed specifically around women’s risk profiles, rather than

adapted from “gender -neutral” consumer protection approaches that

often fail to address the needs of those most affected.

*The Index is based on four pillars: fraud 

activity, resource availability, government 

intervention and economic health. The 

average regional score for Africa (3.8) is

significantly higher than the global average

(2.8).
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Digital fraud and scams are reshaping financial 

risk worldwide , and the burden is not evenly 

distributed. According to a 2025 study across 42 

markets, GASA found that 70% of adults globally 

reported encountering a scam in the last 12 

months, with 13% encountering a scam at least 

once a day.ix Women face heightened exposure to 

digital financial fraud driven by cultural, 

environmental and capability -related factors that 

shape both who is targeted and who is harmed.

While 70% of global consumers agree that 

it’s more difficult to protect personal data on a 

digital platform than to protect their physical 

home, not all individuals  experience  digital  risk  

equally .x At a global level, it is difficult to 

distinguish the gendered impacts of fraud or scam 

attempts and outcomes. * At the local level, we see 

cultural, environmental and digital financial  

capability challenges that drive  women’s  

susceptibility  to fraud and scams. We also see that 

the security divide and associated structural 

challenges leave women at greater risk of 

experiencing cybercrime and fraud.

Evidence shows that women are more vulnerable 

to risks associated with fraud and scams when 

using digital financial services than men. In a 

study across Africa and South Asia, women were 

found to be more vulnerable to cyber -enabled 

fraud, such as phishing, spyware and SIM card 

swaps. xi The same study found that age further 

shapes risk profiles: older women are more likely 

to be targeted by phishing and impersonation  

scams , while younger women are more susceptible 

to fraud schemes based on false rewards, urgency 

or scarcity. xii In Côte d'Ivoire, 16% of women 

(versus 12% of men) reported losing money as a 

result of  a scam .xiii In Ghana , women mobile 

banking customers were 89 –96% more likely 

to experience misconduct, such as overcharging 

during banking transactions .xiv  In Europe, Central 

Asia, the Middle East and North Africa, women 

mobile phone owners are 10 percentage points 

less likely to protect their phones with a password. 

This gap directly increases exposure to account 

takeover and SIM -swap fraud.xv

Women also tend to have lower scam -

identification  accuracy , driven in part by persistent  

digital  financial capability gaps. Globally, 52% of 

consumers targeted by fraud in 2025 did not 

realize they were being targeted until after the 

harm had already occurred .xvi Women in LMICS  

are 8% less likely than men to own a mobile 

phone and 12% less likely to use mobile  internet;  

these gaps directly affect their ability to build  

digital financial skills ,xvii including savviness  

around what may be fraud and what is  likely  

legitimate.  
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The Gendered Landscape of Digital Financial Fraud

*The World Bank Global Findex specifies that at a global level, 

accounting for all forms of scams , fraud and abuse , there are

no observable gender differences . However, national - and 

regional -level data from other sources show significant

differences between men’s and women’s experience of fraud

and scams , as well as the consequences of or susceptibility

to fraud and scams .
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A trust deficit compounds these risks . In markets like 

Senegal, women report significantly lower confidence 

in the security of mobile money systems than men, 

leading them to limit its  use , develop  ineffective  

personal  risk mitigation strategies  or refrain from 

adopting the service altogether .xviii Accion’s field 
research revealed that concerns of fraud and security 

are key barriers to financial inclusion. The study 

found that 62% of women who chose not to use  

DFS reported security fears, xix  and 10% of women 

who chose not to use formal banking referenced fear 

of fraud or scams as their reason .xx

Together , these factors create a reinforcing cycle in 

which heightened risk, lower trust and structural 

barriers limit women’s safe participation in digital 
finance, ultimately discouraging women from 

adopting or consistently using financial products. 

Without robust protections, transparent redress 

systems and proactive education campaigns, women 

are likely to disengage with these services out of 

concern for self -protection. Unfortunately, this only 

continues to slow progress toward financial 

inclusion.

www.womensworldbanking.org 4
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Fraud doesn ’t happen in a vacuum; rather , it 

overlays within a broader ecosystem of online 

harassment that erodes women ’s confidence and 

sense of safety in digital spaces. A woman who has 

been doxed (meaning someone published  their  

private information online to shame  them),xxi  

impersonated or threatened online has rational  

grounds to hesitate before linking her phone  

number to a mobile money wallet or sharing  

identity -related data with a digital lender. When 

women feel at risk, they reduce their online  

engagement , so fraud and scams push many 

women toward voluntary exclusion from the 

financial system.

Women and girls are more likely to become victims 

of technology -facilitated gender -based violence  

(TFGBV) than men and boys, making women more 

likely to experience voluntary exclusion from the 

financial system as a result. * In 2021, the 

Economist  Intelligence Unit conducted a study 

of online violence against women, finding that 

85% of women globally have witnessed or 

experienced  online violence, with sharp regional 

variation: 74% of women in Europe, 90% in Africa 

and 98% in the Middle East. xxii A study in Uganda 

found that 45% of Ugandan female respondents 

experienced threats or bullying, including  

harassment  or stalking, on the internet compared 

to 8% of male respondents. xxiii

GenAI has lowered the technical barrier to abuse 

and expanded the pool of potential perpetrators 

across publicly available and proprietary AI models, 

making TFBGV more intricate and 

scalable. xxiv Today, most consumer -facing safety 

apps address immediate emergencies opposed 

to long -term harms , which are ongoing and 

sustained. In a global review of 171 apps that 

touted protection for women against online 

harm, nearly half of them were for emergency 

situations. The authors concluded that these apps 

place the burden of protection on the victim rather 

than addressing the structural conditions that 

enable abuse. xxv

International responses are emerging, such as 

the Making All Spaces Safe global program by the 

United Nations Population Fund (UNFPA), which 

works to strengthen prevention and mitigation 

efforts of rights -based policies and safety -by-

design standards in technology development.
Xxvi  Still, most economies lack legislation 

to adequately protect women and girls from cyber 

harassment or bullying: Only 30% of economies 

worldwide provide legal protections on cyber 

harassment, which is more common in high -

income economies than in low - and middle -

income ones. xxvii In LIMCs, TFGBV protection 

often remains fragmented largely due to a lack of 

coordination across public authorities and 

financial institutions, underdeveloped regulatory 

frameworks, and limited technical capacity 

to identify and address TFGBV. xxviii As a result, 

women are left needing better guardrails to protect 

their online safety and that, in turn, can  help  

improve  their digital trust.

Fraud and scams targeting women contribute 
to broader online harassment and violence

*TFGBV against women is defined as use of technology to enact or

mediate violence against an individual who identifies as a woman

(UNESCO). The most common forms of TFGBV include misinformation

and defamation (67%), cyber harassment (66%), hate speech (65%) and 

image-based abuse (57%). These figures likely understate the true scale of 

these attacks, given persistent underreporting and the fact that the data 

predates the mainstreaming of generative AI. 
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GenAI is functioning as a force multiplier for fraudsters by greatly reducing the cost and skill required to 

run sophisticated scams at scale. According to Interpol’s 2026 threat assessment, fraud schemes that 

leverage AI can yield profits over four times higher than traditional methods .xxix CGAP’s 2025 analysis 
describes a market in which large language models (LLMs ) enable personalized phishing  campaigns ; 

audio  and video deepfakes * bypass voice -based authentication ; and AI tools allow non -technical actors to 

build malware ** and automate attacks. The emergence of fraud-as -a-service models , where attackers rent 

prebuilt kits rather than develop their own , is also widening the base pool of perpetrators .xxx

The mechanics of attack are also becoming more elaborate. Identity theft or ID fraud, in which attackers 

fabricate composite identities to open accounts under light know -your-customer (KYC) requirements, is 

increasingly viable as generative tools produce convincing proof of identity. Once inside the system, these 

synthetic identities are difficult to detect. The result is an attack surface 6 that’s expanding faster than the 

verification technology built to police it.

This expansion is not gender -neutral in its consequences. While there is little data on AI -generated  

gendered  attacks , deepfake content online quadrupled between 2023 and 2024, with roughly 95% of 

online deepfakes being non -consensual —and an estimated 90% of people targeted are women.xxxi The  

same patterns of harassment, coercion and reputational attack that exist in the physical world are now 

produced faster, more cheaply and at an industrial scale. Because the harm inflicted is especially  

psychological , deepfakes are increasingly deployed in extortion schemes and impersonation fraud.

Although AI -powered fraud detection exists, it’s concentrated in well -resourced institutions and high -

income markets ,xxxii while digital literacy programs addressing AI threats reach women the least. xxxiii Until 

this gap closes, the benefits of AI in financial services will continue to be partially offset, and unevenly 

so, by the harms it enables.
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AI is escalating the threat of fraud at scale

*“Deepfake” refers to an artificial intelligence -based technique used to generate synthetic 

media by digitally altering or superimposing human features, voices or movements to create 

a realistic representation (UN Women, 2026). 

**Malware, short for malicious software, refers to any intrusive software developed by 

cybercriminals (often called hackers) to steal data and damage or destroy computers and 

computer systems (Cisco, 2026 ).

***An organization’s attack surface is “the sum of vulnerabilities, pathways or methods that 
hackers can use to gain unauthorized access to the network or sensitive data, or to carry out 

a cyberattack” (IBM, 2026). 
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The first line of defense against digital financial fraud lies in the design of financial systems themselves. 

Well-placed friction, such as confirmation prompts or short waiting periods, can interrupt the social 

engineering tactics behind many scams without significantly undermining the user experience.

Tanzania, ranked the second least protected country against fraud in Sub -Saharan Africa ,xxxiv introduced 

mandatory quarantine periods before mobile money accounts can be accessed after a SIM swap.xxxv This 

measure has reduced one of the most common forms of mobile fraud affecting women, as nearly 43% 

of mobile money fraud cases are linked to SIM -swapping in Africa .xxxvi

In Kenya , regulators and private -sector actors have strengthened fraud prevention by tightening KYC 

requirements and improving reporting systems. M-Pesa’s Hakikisha service, which requires users to 

confirm a recipient’s name before completing a transfer, significantly reduced mistaken and fraudulent 
transactions. Nearly all Kenyan banks and rival mobile money services have adopted similar verification 

features to help prevent misdirected payments. This update reduced daily cash reversal requests from 

12,000 to 4,000 —a 67% drop.xxxvii Airtel Kenya launched an AI -powered scam detection system that flags 

suspicious messages and accounts before they reach consumers .xxxviii As a result, Airtel’s network saw a 
68.7% decrease in financial losses and a 14.3% drop in overall cybercrime incidents between September 

2024 —prior to the launch of this system —and June 2025. xxxix

Other countries demonstrate the value of system -wide fraud detection tools. In India, bank fraud 

reportedly  declined by 61% in 2025 compared to the previous fiscal year after the deployment of the 

Reserve Bank of India’s MuleHunter solution , a nationwide fraud detection system that identifies 

suspicious transaction patterns at scale. xl In Vietnam, Vietnam Electronic Identification ( VNeID ), the 

national digital identity platform launched in 2021 by the Ministry of Public Security and the National 

Population Data Center, contributed to a reported 59% reduction in fraudxli by enabling secure remote 

onboarding so that the verification gap between a user and their digital identity narrows.xlii Finally, the 

Central Bank of Brazil’s Pix instant payment system illustrates the benefits of inclusion by design. By 

providing near -zero -cost digital payments to 76% of the population while embedding  fraud monitoring  

directly into the system architecture, Pix has expanded financial access for women entrepreneurs while 

strengthening consumer protection. xliii

www.womensworldbanking.org 7

Embedding friction and fraud detection into digital 
financial systems reduces fraud
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Infrastructure alone cannot reduce fraud if users 

lack the skills and confidence to navigate digital 

finance safely. Even the best -designed systems 

require users who can recognize a scam and know 

where to seek help when problems arise.

Targeted digital financial capability programs can 

reduce vulnerability to fraud. A randomized study by 

Airtel in Uganda found that mobile games delivered 

through interactive voice response (IVR), a channel 

accessible on basic phones without internet , 

reduced  the share of both women and men who 

fell victim  to scams.  The  intervention  cut overall  

fraud victimization , resulting in reduced monetary 

loss from 7.1% to 5.7% . Women users in particular 

saw greater benefits , with money loss resulting from 

fraud falling from 8.3% to 5.7%. The games also 

improved consumer protection knowledge and 

practices : Fraud reporting rose from 23.2 %  to 

35.6 %;  formal redress attempts increased by 

6%; and users adopted safer digital  financial  

behaviors , such as protecting PINs and checking for 

unauthorized SIM registrations. Beyond protection  

outcomes, the gamified content enhanced trust in 

Airtel and increased digital financial service 

usage .xliv

In India, Accion Advisory, in partnership with 

Frontier Markets, developed Ovante , a smartphone -

based training program that enables women 

entrepreneurs to strengthen their digital and 

financial skills through self -paced learning modules 

designed to accommodate unpaid care 

responsibilities .xlv Through Ovante , Frontier Markets 

has reached over 6,400 rural women entrepreneurs, 

with more than 3,500 rural women actively 

participating in Ovante’s programs. xlvi

For populations with limited smartphone access or 

low literacy, voice -based delivery reaches users that 

app -based programs systematically exclude. This 

approach aligns with broader efforts in Uganda to 

reduce fraud that’s conducted through phone calls 

and SMS text messaging, where 47% of DFS users 

in a nationally representative survey reported 

experiencing attempted third-party fraud.xlvii  In 

response, the Uganda Communications 

Commission has expanded fraud monitoring and 

prevention initiatives targeting mobile -based 

scams .

Capability building can also be embedded directly 

into product design. Through its women -centered 

design approach, Women’s World Banking 
collaborated with Wing Bank in Cambodia to design 

easy -to understand terms and conditions , and to 

help improve usability for women factory workers 

who use the bank’s digital wallet. The initiative led 
to significantly higher Wing account usage, which 

suggests stronger product comprehension and 

consumer protection, particularly for women 

navigating mobile credit for the first time.xlviii

Digital financial capability and women -centered 
design can improve women’s confidence and skills, 
reducing the likelihood of fraud



Policy Brief

Technical safeguards and digital financial  capability  

efforts ultimately depend on a regulatory  framework  

that recognizes gendered risk and creates  

accountability  for harm. Without clear legal  protections  

and enforcement mechanisms, even well-designed  

interventions still operate in environments where 

perpetrators face  limited  consequences and women 

have little  recourse .

Kenya offers one example of a more systematic 

approach. In 2021, the government commissioned a 

gender -focused review of its financial laws, including 

provisions on fraud and digital  privacy,  demonstrating  

how legal frameworks can be systematically  audited  

for gender -related gaps and vulnerabilities .xlix

At the international level, frameworks such as the UN 

Global Digital Compact are beginning  to establish  

principles for an open and secure digital future. Its 

framework explicitly mentions that it aims to “counter 
and eliminate all forms of violence, including sexual 

and gender -based violence that occurs through or is 

amplified by the use of  technology .”l

But the gap between principle and enforcement 

remains wide: Only 53 out of 190 economies impose 

real criminal penalties for offences associated with 

cyber harassment, leaving most women without formal 

legal recourse. In the case of civil remedies, very few 

economies have included provisions in their cyber 

harassment legislation. Only seven economies provide 

for damages or financial compensation (or both) for 

victims, in addition to criminal penalties. li

www.womensworldbanking.org 9

Even when legal protections exist, governance of 

fraud and scams remains fragmented. Responsibility 

is typically split across financial regulators , 

telecommunications authorities, data protection  

bodies , consumer protection agencies and law 

enforcement . This fragmentation is compounded by 

the cross -border nature of digital fraud, where 

perpetrators routinely operate outside jurisdictions. lii

Some countries have begun  to establish  stronger  

protections  for victims . In Kenya, the Computer 

Misuse and Cybercrimes Act empowers the court to 

issue compensation orders in favor of the victim for 

any offense under the act. Likewise, in Trinidad and 

Tobago, the victim may receive compensation for 

loss of earnings, medical expenses, moving or 

accommodation expenses, and/or legal  costs  

resulting from cyber -related harm.liii

Counter and eliminate all forms of 

violence, including sexual and 

gender-based violence that occurs 

through or is amplified by the use 

of technology

UN Global Digital Compact

Legal and regulatory frameworks define the enabling 
environment to address fraud and scams



Policy Brief

Ensure gender -disaggregated 

data is collected and 

meaningfully used .

www.womensworldbanking.org 10

Pathway forward for Policymakers, 
Regulators, and Industry Experts

Socially engineered fraud and scams are also becoming more sophisticated and more personalized —
and more gendered, too. Defensive systems and regulatory  frameworks  struggle to keep pace with 

this rapid evolution , and closing the gap requires coordinated action. Women’s World Banking’s Policy 
Handbook for Women’s Financial  Inclusion  offers  in-depth case studies and policy  recommendations  

to embed gender responsiveness  into financial sector policy and regulation. liv  Building on this 

foundation , the following  recommendations  aim to support policymakers and regulators in developing 

a gender -intentional ecosystem that improves women’s protections against fraud and financial harm.

Embed appropriate friction  

and fraud detection into 

digital  financial  products 

and services .

1

Integrate tailored  digital  

financial capability into 

program design.

Develop coordination

mechanisms across

financial and telecom 

regulators and data

commissioners .

Advocate for legal  

frameworks that treat 

cyber harassment and AI -

enabled fraud with the 

same seriousness as  

physical harm.

Create accessible and 

confidential reporting 

channels , as  

underreporting  is one of 

the largest barriers to 

understanding  the true 

scale of fraud.

4

4

2 5

3 6
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1. Ensure gender -disaggregated data is collected and meaningfully used.

The fragmented and often contradictory evidence base on women’s exposure to fraud reflects a systemic 
failure to collect and report data by gender. Without disaggregated data on factors such as  victimization,  

financial loss, reporting behavior or other forms of harm, policymakers cannot design targeted  

interventions —or even measure whether existing efforts are working. Having a robust, collaborative 

approach to reporting and tracking is key. For example, since 2023, the Central Bank of Brazil has  

required  all authorized financial services providers (FSPs ) to collect and share data on fraud occurrences 

and attempts among FSPs within 24 hours of the attack. FSPs must report the incident  and include  a 

description  of the attack, the suspected  fraudsters , the affected FSP, the recipient ’s account and 

the accountholder. lv

While data collection frameworks may already be in place, they rarely extend specifically to fraud and 

consumer protection . As of 2024, 89 countries reported gender -disaggregated data to the International 

Monetary Fund’s Financial Access Survey .lvi The Alliance for Financial Inclusion has begun  collecting  

disaggregated indicators from member institutions through its data portal . Some countries have gone 

further than others . The Bank of Ghana introduced a data collection portal that caters to gender -

disaggregated data across all financial services and products, known as the online regulatory , analytics  

and surveillance  system .lvii What is largely missing is the application of these  frameworks.  Regulators  

should also adopt gender -disaggregated reporting as a baseline requirement for fraud monitoring.

2. Embed appropriate friction and fraud detection into digital 

financial products and services.

Policymakers and regulators should require appropriate friction and real -time fraud detection  features  

within the design of digital financial services . Regulatory  frameworks  should  require  FSPs  to include  

safeguards , like transaction confirmation prompts, cooling -off periods for high -risk account changes and 

recipient name verification , before transfers are completed. Regulators can further strengthen protection 

by setting minimum standards for AI -driven fraud monitoring, ensuring that suspicious  transactions,  

accounts and communications are flagged or blocked before reaching consumers.

To maximize positive outcomes for women , policies should also emphasize  interoperability,  

accountability and women-centered design. Governments can incentivize or require data sharing  

frameworks  among financial institutions and telecom providers to help detect cross -platform fraud 

patterns,  while also establishing clear liability and rapid reimbursement mechanisms to reduce harm when 

fraud occurs. Embedding these protections at the system level not only reduces overall  fraud incidence , 

but also builds trust in DFS to support overall safer and more inclusive participation in the digital  

economy .
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3. Integrate tailored digital financial capability into program design .

Researchers Lyons and Kass -Hannah (2021) developed a multidimensional framework that identifies 

five core dimensions of digital financial literacy, the fifth of which is “self -protection from online scams 

and frauds.” lviii In other words, this refers to the ability to avoid misleading financial information and 

advice, abusive practices and fraud. Digital financial literacy refers to the ability to detect and avoid 

online scams and fraud associated with DFS. Through this research, the World Bank developed 

indicator dimensions lix for self -protection from online scams and frauds, namely:

• The ability to understand the terms and conditions related to DFS and avoid deceptive 

practices  (e.g. , unclear or unfair disclosure of fees and overcharging subscription traps)

• The ability to detect and avoid scams and frauds associated with DFS (e.g. , identity and 

credentials theft, malware, phishing attacks)

• The ability to keep PIN confidential if getting help from an agent for a DFS transaction

Additional indicators for self -protection related to digital devices include :

• The ability to set a password on a device

• The ability to change privacy settings on a device

• The ability to keep passwords confidential

• The knowledge to develop complex and different passwords for each account

However, generic financial literacy programs are insufficient against AI -personalized scams. Protection 

programs should be designed around the specific threat profiles that women face, which have been 

aggravated by AI (e.g., phishing through messaging apps, romance scams, agent misconduct, 

deepfake -enabled extortion). They should also be delivered through the channels that reach women 

where they are, such as IVR, community -based trainings and smartphone -based modules.
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Active collaboration among criminal investigators ;

prosecutors ; and financial, data and information and 

communications technology (ICT ) authorities is 

essential to curb digital fraud and other digital 

threats. Socially engineered fraud naturally crosses  

jurisdictional lines, so any regulatory  silos  enable  

criminals to exploit this environment —and women 

bear  the brunt of that cost. This collaboration  

should  include staff capacity building and 

participation  in interinstitutional  activities , 

increased  information exchange, and the leveraging 

of initiatives developed using gender  disaggregated  

data .lx

In 2022, Malaysia established its National Scam 

Response Center as an operational center to 

coordinate rapid responses to online financial fraud. 

This involved a range of collaborators: the National 

Anti -Financial Crime Center, police, central 

bank, the Malaysian telecom authority, FSPs 

and other telecom organizations. Within its first 

two years, the Center’s  hotline received over 

120,000 calls. Its National Fraud Portal has also 

helped FSPs  and authorities track down and freeze 

stolen funds. lxi

Singapore offers another developed model. In 

December 2024, the central bank, the Monetary 

Authority of Singapore , and the Infocomm Media 

Development Authority jointly implemented a 

Shared Responsibility Framework to mitigate  

phishing scams .lxii The framework formally allocates

shared accountability for consumer losses between 

financial institutions and telecommunications 

providers. Through operational coordination with 

the Singapore Police Force’s Anti -Scam Center, 

major banks use robotic process automation to 

share information in real time, identify victims and 

intervene before transfers are completed . In a 

single two -month operation in late 2025, the Anti -

Scam Center and five partner banks disrupted more 

than 500 scam attempts and averted over US$33 

million in losses by sending timely SMS alerts to 

flagged customers. lxiii

A growing fintech ecosystem now supplies financial 

providers  with AI -powered tools to help detect and 

prevent fraud at scale . This is because AI -driven 

analytics can analyze a vast amount of credit, 

transactional, and behavioral data to flag risky 

behavior and assess trustworthiness. Effective 

regulation should leverage these systems. For 

instance, risk operations platforms like those 

developed by Feedzai , offer behavioral biometrics, 

transaction monitoring and account creation 

solutions. Feedzai’s AI models also monitor loan 

disbursement  and repayment transactions 

in real time, identifying unusual patterns , such as 

first -time payment defaults, irregular  repayment 

behaviors and synthetic identity fraud.lxiv
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4. Develop coordination mechanisms across financial and telecom regulators
and data commissioners .
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5. Advocate for legal frameworks that treat cyber harassment 

and AI -enabled fraud with the same seriousness as physical 

harm.

The current legal asymmetry, in which physical harassment is prosecutable in 

most jurisdictions  while cyber harassment is not, sends a clear signal to perpetrators 

that digital harm is low -cost. Updating criminal codes to recognize deepfake -

enabled  extortion , AI -generated impersonation or discriminatory content as serious 

offenses is a foundational step toward a more trusted digital environment for women. 

Establishing coherent procedures to enhance the protection of women and children  

also provides victims with clearly defined guidelines to follow in an effort to achieve  

justice.  

Mexico is the only economy where the legislation on violence against  women 

enables  victims of ICT -related crimes to obtain protection orders . Specifically,  the 

General  Law on Women’s Access to a Life Free of Violence established protection 

order procedures that involve the companies operating digital platforms, media, 

social networks or electronic pages within this process. lxv  Consequently, public  

prosecutors and judges are empowered to mandate that these platforms and 

networks disable user content related to cyber harassment investigations in 

compliance  with the court order.

6. Create accessible and confidential reporting channels , as 

underreporting is one of the largest barriers to 

understanding the true scale of fraud.

Policymakers and regulators should adopt strong consent and data -protection 

principles that are tailored to women’s needs and preferences, including fraud 

redressal hotlines or fraud reporting centers. The Mauritian Cybercrime Online 

Reporting System, for instance, is a national online system that allows the public 

to securely report cybercrimes. The system was set up through a collaboration 

among various stakeholders, including the Ministry of Information Technology, 

Communication and Innovation; the Computer Emergency Response Team ; and 

other Mauritius governmental agencies. The reporting system also provides 

education on different forms of digital violence, as well as concrete advice on

recognizing, preventing and protecting against common cybercrimes on social 

media. lxvi
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As digital financial services and digital technology continue to expand globally, women face 

greater exposure to sophisticated forms of fraud that not only undermine financial security but 

also erode trust in financial systems. This multifaceted threat poses significant barriers to 

women’s economic empowerment and financial inclusion. As these digital ecosystems evolve, so, 
too, must the policies and regulations that govern them. Addressing fraud through a gender -

intentional lens helps protect individuals’ financial lives, while also preserving trust in financial 

systems and safeguarding hard -won inclusion gains. Policymakers, regulators and providers need 

to move beyond gender -neutral approaches and instead invest in data, design and accountability 

mechanisms that reflect women’s lived realities. Without such actions, the promise of digital 

finance risks being undermined by a parallel expansion of increasingly elaborate socially 

engineered fraud.

Conclusion
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